2014-09-17 Limit Exceeded

This is a phishing attempt first reported to CSULB ITS on September 17, 2014.

Email Detail

From: CSULB <KJohnson@nicoletcollege.edu>
Sent: Wednesday, September 17, 2014 at 5:08 AM
Subject: Limit Exceeded

Summary

Email requests recipients click on the link provided to verify their account.

Intent of the Email

The sender is intending to obtain personal account information for their own malicious purposes.

Screenshot

From: CSULB <KJohnson@nicoletcollege.edus
Date: Wednesday, September 17, 2014 at 5:08 AM
Subject: Limit Exceeded

Dear User,

Your account has exceeded its megabyte limit and needs to be verified.
Verify within 24hours, to aveid account suspension

Click Here to verify your email account

Thank you for helping us protect you.
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Figure 1: Screenshot of the phishing email



Securty { show explanation )

® This is a public or shared computer
(O This is a private computer

[ Use the light version of Outlook Web App

E-mail address: |

Password:

Connected to Microsoft Exchange
2 2010 Microsoft Corporation. All rights reserved.
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Figure 2: Screenshot of the fraudulent site the link goes to
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